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Cybercrime is a Global Problem – With Local Consequences

https://www.stationx.net/cybercrime-statistics/
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Cybercriminal Activity
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Recent Cyber Attacks

https://www.youtube.com/watch?v=kjxcZisXFEA
https://www.youtube.com/watch?v=5GwbvnzwSUA



Classification: Confidential7

African Cyber 
Threat Landscape
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1. Cybercrime 
as a Service 

(CaaS)

2. Human 
Hacking

3. Technology 
Hacking

Top Cyber Threats 
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The Cybercrime Underground Economy

Enter your text here2

4 Monetisation

1 Planning 
and Reconnaissance

3 Attack

Impersonate
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Low skills barrier / readily available tech
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Insider
Threat

Percentage of cybersecurity 

incidents due to human insecurity:

• 88% (2024 Stanford University study)

• 66% (2024 Statista CISO survey)

• 68% (Verizon 2024 Data Breach 

Investigations report)
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Cybercrime self-
defence 
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Cybercrime Self Defence – Topics covered
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Recent site reported

https://www.tommyhilfigerza.co.za/

Digital 
Bargains
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https://www.tommyhilfigerza.co.za/

Digital
     “Love”
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Who you think 
you’re talking to…
 

Cybercriminals

Who you’re 
probably talking 
to!
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Fake Photos, Identity creators & Scripts…

Asset (Valuables) 
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AI & 
Deep 
Fakes
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Deepfake identity theft (voice)

Asset (Valuables) 
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Deepfake AI Videos

Asset (Valuables) 
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Deepfake identity theft (social media)

Asset (Valuables) 
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Deepfake identity theft (social media scams)

Asset (Valuables) 
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AI Impersonation: Quiz

Which of these images is the real Tom Cruise?

A B
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How to detect deepfakes 
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Social Engineering

Asset (Valuables) 
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Multi-Phase Phishing Attack

Message/Email Attachment Fake Website Forms Downloads

PHISHING GEAR: WHAT’S IN A PHISHING ATTACK ?  
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The criminals constantly evolve / adapt…
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Vishing & Smishing

Vishing
An attack that takes place over the phone. These calls can also be 
automated. 

Smishing
Text messages sent to get a user to reveal information via response 
or link. 
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Qishing

Qishing is a form of phishing attack that 
cleverly uses QR codes to trick users into 
visiting malicious websites.
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Business Email Compromise Attacks 
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Fake Invoice Schemes To make these attacks convincing, the attacker might 
intercept actual vendor invoices, and modify them to 

direct payments to their own bank accounts. Or 
provide malicious attachments!
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Case Study – SA Non-Profit 
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Cybersecurity for 
organisations 



Health 
Assessment Lifestyle

Average BPM

105

42
Age

173 cm
Height

97 KG
Weight

32.2
BMI

1. Health Check 

2. Symptoms

3. Lifestyle

Weight Gain

Chest & Knee Pain

Severe Headaches

Patient Issues:

Eats Unhealthily

Stressful Work

Lifestyle Review:  

Smokes & Drinks



Family History, Past 
Ops, Allergies Etc

42
Age

173 cm
Height

97 KG
Weight

32.2
BMI

1. Health Check

2. Risk Review

3. Solution

Health 
Assessment Risk Review

Symptoms & 
Lifestyle Review

Patient Interview:

Blood Tests

ECG

MRI

Longer Term:
 Exercise & 

Diet

Short-Term: 
Medication &

Surgery

Treatment Plan:  



1949
Established

$1.4B
Revenue 

$0.3B
Op Profit

9,200
Employees

Health 
Assessment Risk Review

Audit / Risk Register

Cybersecurity 
Assessment

Business Context

Company Review:

Skills shortage

3rd Parties

Ransomware

Client Data

Strategic

Tactical

Operational

Business 
Process

Technology

People

1. Health Check 

2. Risk Review

3. Solution

Longer Term: 
1-3 Year Action 

Plan

Short-Term: Critical 
Risks (6 months)

Treatment Plan:  
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Key Cybersecurity, Privacy & Resilience Domains 

Executive Accountability 
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Mobile & Wireless 
Management

Embedded 
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Data Security
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Disaster Recovery & 
Business Continuity

Technology Operations 

Capacity & Performance 
Planning

Configuration Management

Change Management

Vulnerability & Patch 
Management

3rd Party Management

Project Risk Management 

Cloud & Web Security 

Management Responsibility

Detection

Threat Management

Continuous Monitoring 

Cyber Insurance

Sales & Marketing
O

pe
ra

ti
on

s 
/ E

m
pl

oy
ee

s
 (2

3 
Se

ct
io

ns
)



41 Classification: Confidential

Cyber Resilience Joint Standard for SA Financial Sector
The Joint Standard sets out the requirements for sound 

practices and processes relating to
cybersecurity and cyber resilience for financial 

institutions specified in the Joint Standard.

• On 15 December 2021, the draft Joint Standard was 
released for public consultation 

• On 13 December 2022, the Authorities released a 
revised version of the draft Standard for public 
consultation

• The Joint Standard was tabled in Parliament on 30 
November 2023.

• The said process has now been concluded, and the 
Authorities therefore published the final Joint 
Standard.

• The Joint Standard is envisaged to commence on 1 
June 2025 - will likely take effect after 12 months.

• https://www.fsca.co.za/Regulatory%20Frameworks/Pa
ges/Standards.aspx 

https://www.fsca.co.za/Regulatory%20Frameworks/Pages/Standards.aspx
https://www.fsca.co.za/Regulatory%20Frameworks/Pages/Standards.aspx
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Key Sections of the Standard 

Roles & Responsibilities (3 Requirements)

Governance (3 Requirements)

Cybersecurity Strategy & Framework (6 Requirements) 

Cybersecurity & Cyber-Resilience Fundamentals (81 Requirements) 

Cybersecurity Hygiene Practices (24 Requirements)

Regulatory reporting (1 Requirement)
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Cyber Resilience Joint Standard for SA Financial Sector

https://www.news24.com/fin24/companies/fsca-to-
demand-more-from-banks-insurers-over-consumer-
education-20240903

FSCA to demand more from banks, insurers over 
consumer education

The Financial Sector Conduct Authority’s new Financial Education 
Commitment Charter will require institutions to adhere to 
international standards for consumer education and prioritise 
customer protection, Unathi Kamlana, the commissioner of the 
FSCA, said in an interview.

Already, financial institutions across SA are expected to spend at 
least 0.4% of their after-tax profit on financial education. 
With the new charter — they’ll be expected to outline how 
they actually allocate that spending in writing. 

Consumers across the nation have fallen victim to the rampant 
scams / cyber frauds that have bedeviled the country, costing 
them billions of dollars in losses.
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Tip: Utilise AI Tools to Simplify Cybersecurity Management

Executive Accountability 
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Technology
Hacking

Protecting your home environment
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Why you must secure ANY device you connect to the internet! 
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The Sweet Spot of Cybersecurity :

 If chocolate = information…  
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Layered Security
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Password Management – The Challenge

1. Creating multiple passwords of at least 10-14 characters long, which includes:

• Uppercase letter

• Lowercase letter

• One numerical value

• One special character

2. Then what about:

• Never reusing same passwords on:

o Multiple accounts

o Multiple devices

• Tightening security and privacy settings

• MFA / OTPs

• Password managers

• Biometrics



Classification: Confidential50

Protecting your cubs
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Watch out for Harmful & Inappropriate Content
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Free Tools to Help Protect Your Family

Google SafeSearch https://www.kiddle.co/
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Free Tools to Help Protect Your Family

Apple Screen Time 

Google Family Link

https://www.safes.so/blogs/screen-time-limit/
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Cyberbullying is a crime!
• The Children's Act 38 of 2005
• The Child Justice Act 75 of 2008
• The Protection from Harassment 

Act 71 of 2011
• The Electronic Communications 

and Transactions Act 25 of 2002
• The Film and Publications Act 65 of 

1996
• The Cybercrimes Act 19 of 2020
• Protection of Personal Information 

Act 4 of 2013 (POPIA)

Children as young as 12 years old can 
be prosecuted by law for distributing 

harmful content!!
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info@wolfpackrisk.com(+27) 11 794 7322
Building 1, Pendoring Office Park, 299 
Pendoring Road, Northcliff, South Africa. 

Questions?

P R O T E C T I O N  I N  T H E  P A C K

Contact us



Craig Rosewarne Bio

Craig Rosewarne 
MBA, CISSP, CISM, CVE, ISO 27001 Lead Implementer, Certified ISO 

27005 Risk Manager

Craig Rosewarne is the MD of Wolfpack Information Risk - a 
specialist firm established in 2011 that assists countries, companies 
& communities to defend against cyber threats. The Wolfpack 
Community team also actively provide pro bono awareness 
resources and  assistance to victims of cybercrime or harassment.

He is an author, instructor, keynote presenter & provides regular 
opinion pieces via TV, radio and print/online media.
 

Craig has 20+ years management experience in the fields 
of cybersecurity, privacy & resilience. He has provided 
oversight to 650+ projects in this domain.

He is proudly South African and an even prouder husband 
and father to three healthy “cubs”.

Building 1, Pendoring Office Park, 299 
Pendoring Road, Northcliff, South Africa. 

(+27) 11 794 7322
craig@wolfpackrisk.com 

www.wolfpackrisk.com 
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